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December 2, 2004 
 
 
 
 
 
DEPARTMENT OF WILDLIFE AND FISHERIES 
STATE OF LOUISIANA 
Baton Rouge, Louisiana 
 
As required by Louisiana Revised Statute 24:513, we conducted certain procedures at the 
Department of Wildlife and Fisheries.  Our procedures included (1) a review of the department’s 
internal controls; (2) tests of financial transactions for the years ending June 30, 2003, and 
June 30, 2004; (3) tests of adherence to applicable laws, regulations, policies, and procedures 
governing financial activities for the years ending June 30, 2003, and June 30, 2004; and (4) a 
review of compliance with prior year report recommendations.  Our procedures were more 
limited than would be necessary to give an opinion on internal control and on compliance with 
laws, regulations, policies, and procedures governing financial activities. 
 
Specifically, we interviewed management personnel and other selected departmental personnel 
and evaluated selected documents, files, reports, systems, procedures, and policies, as we 
considered necessary.  After analyzing the data, we developed recommendations for improve-
ment.  We then discussed our findings and recommendations with appropriate management 
personnel before submitting this written report. 
 
The Annual Fiscal Reports of the Department of Wildlife and Fisheries were not audited or 
reviewed by us, and, accordingly, we do not express an opinion on these reports.  The 
department’s accounts are an integral part of the State of Louisiana’s financial statements, upon 
which the Louisiana Legislative Auditor expresses opinions. 
 
In our prior report on the Department of Wildlife and Fisheries, dated May 29, 2002, we reported 
findings relating to (1) theft of funds; (2) federal funds expended on a defective fish hatchery; 
(3) failure to update and reconcile movable property records; (4) inadequate controls over 
revenue collection; (5) inadequate inventory control procedures; and (6) deficiencies in 
electronic data processing.  The findings relating to theft of funds, federal funds expended on a 
defective fish hatchery, and failure to update and reconcile movable property records have been 
resolved by management.  The findings relating to revenue controls, inventory controls, and 
electronic data processing are addressed again in this report.  
 
Based on the application of the procedures referred to previously, all significant findings are 
included in this report for management’s consideration. 
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Internal Control Weaknesses in the 
  Electronic License and Boat Registration System 
 
The Department of Wildlife and Fisheries (DWF) failed to maintain adequate internal 
control over its new electronic license and boat registration system (System). On July 30, 
2003, DWF contracted with GreatLodge.com, Inc. (Contractor) to design, implement, 
operate, and maintain the System.  The System was implemented on September 1, 2003, 
and the Contractor charges the department approximately 75 cents per license type or 
boat registration processed.  Payments to the Contractor through July 2004 totaled 
approximately $1.2 million.  Good internal controls require that (1) policies and 
procedures exist to ensure the accuracy of financial reporting and to safeguard the 
System and data against unauthorized use, modification, damage, or loss; (2) the System 
should process transactions in accordance with the intent of management and in 
compliance with federal and state laws and regulations; and (3) the financial stability of 
proposed contractors is appropriately reviewed before selection to ensure their ability to 
produce specified deliverables.  
 
During a review of the System, the following weaknesses were noted: 
 

• Although the System is designed to assign consecutive transaction 
numbers, department analysis of the System data revealed that gaps 
occurred in the numerical sequence of transactions.  Because the System 
cannot account for all transactions, the department cannot verify the 
completeness of license and boat registration revenue.  

• DWF could not access historical vendor account and customer information 
until approximately seven months after implementing the System.  During 
this period, DWF incurred an additional expense of $50,000 to access this 
data using its former electronic license system.  

• There is no formal problem resolution or system modification process and 
no written procedures exist for requesting user access based on business-
need or for monitoring and terminating user access for DWF employees 
and Contractor personnel.  

• No confidentiality requirements exist relating to the DWF data provided to 
the Contractor.   

• An internal audit of hunting and fishing licenses sold between 
September 1, 2003, and December 31, 2003, reported that individuals 
could purchase hunting licenses through the System without providing 
certification of completion of a hunter education course in violation of 
Louisiana Revised Statute (R.S.) 56:699.1.  Another internal audit 
reported that individuals with revoked or suspended licenses were able to 
purchase hunting or fishing licenses through the System in violation of 
R.S. 56:31.1(G)(3). 



_________________________________________________________ PROCEDURAL REPORT 

 
- 3 - 

• The System has failed to properly operate in an off-line mode as required 
by the contract, which allows the vendor to sell licenses when the 
vendor’s terminal is unable to connect to the System by temporarily 
storing the license data on the terminal and updating the System when 
connections are later restored.  

• An interactive training module required by the contract was not available 
for vendor use until approximately six months after the System was 
implemented.   

• The department has not obtained written documentation concerning 
contingency planning by the Contractor to ensure continuous service in 
the event of a System failure or a disaster.  

• The department did not obtain financial information from the Contractor 
to determine its financial stability prior to awarding the contract, as 
required in the Request for Proposal process. 

These control weaknesses have occurred because DWF did not ensure that a sound 
understanding of the System’s technical and functional requirements was obtained and 
did not ensure that the System was adequately tested before implementing.  This caused 
functional problems within the System that could affect the integrity of programs, 
processing, and data and could place DWF at risk for noncompliance with federal and 
state laws and regulations and a potential loss of revenues.  Furthermore, without 
obtaining financial information on a proposed contractor’s financial stability, the 
department cannot effectively assess the proposed contractor’s ability to produce 
specified deliverables.   
 
Management should ensure that (1) the System accounts for all transactions; (2) the 
System allows for comprehensive vendor and customer inquiries; (3) problem resolution 
and System modification processes exist and that appropriate System access rights are 
established and monitored; (4) System security policies exist including confidentiality 
requirements of data; (5) licenses are issued through the System in accordance with DWF 
regulations and in compliance with federal and state laws; (6) the System performs all 
contractually required functions including off-line mode; (7) vendors are adequately 
trained on the use of the system timely; (8) contingency planning documentation is 
obtained from the Contractor; and (9) all requirements of the Request for Proposal 
process be followed prior to awarding contracts.  Management concurred with the finding 
and outlined a plan of corrective action (see Appendix A, pages 1-3).  
 
Inadequate Controls Over Revenue Collection 
 
For the fifth consecutive audit, the DWF did not establish adequate controls over the 
collection, deposit, and reconciliation of revenue.  Article 7, Section 9 of the 1974 
Louisiana Constitution requires that all money received by a state agency be deposited 
immediately upon receipt in the state treasury.  Good internal control requires procedures 
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to ensure that (1) funds are deposited upon receipt; (2) sufficient documentation is 
maintained to verify completeness and timeliness of deposits; (3) duties are adequately 
segregated; (4) supervisors review customer master record changes; (5) supervisors 
review deposits timely; and (6) deposits are reconciled to accounting records.  
Weaknesses were noted as follows: 
 

• Revenue collected by the Circulation/Marketing Section for magazine 
subscriptions is held several days before being deposited.  The Motorboat 
Registration and Commercial License Section does not date stamp 
applications and checks when received; therefore, adequate documentation 
was not available to determine timeliness of deposit. 

• Duties are not adequately segregated for the processing of 
Circulation/Marketing, Motorboat Registration/Commercial License, and 
Accounts Receivable Section revenues.  The same employees that receive 
and open the mail also enter payment information in computer systems 
and prepare deposits or provide the source documentation for preparing 
deposits.  A check log or count of checks is not prepared at the beginning 
of the revenue process to ensure that all checks initially received in each 
section are accounted for at the end of the day.  Consequently, the 
completeness of deposits cannot be verified. 

• There is no supervisory review of customer master record changes made 
by the Circulation/Marketing manager in the Louisiana Conservation 
magazine system. 

• Deposits made by the Circulation/Marketing manager are not reviewed by 
a supervisor in a timely manner. 

• Reconciliations of bank deposits to accounting records are not performed 
for revenues associated with alligator harvesting. 

These conditions exist because management has not placed adequate emphasis on 
internal control over revenues.  The lack of adequate internal control increases the risk 
that errors and/or fraud could occur and not be detected in a timely manner. 
 
Management of the department should establish and implement procedures to ensure the 
completeness and timeliness of deposits, adequate segregation of duties including 
supervisory review of customer master record changes, timely supervisory review of 
deposits, and a reconciliation of revenues deposited and recorded.  Management 
concurred in part with the finding and outlined a plan of corrective action (see Appendix 
A, pages 4-7). 
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Inadequate Inventory Control Procedures 
 
For the fifth consecutive audit, the DWF did not have adequate internal control over 
inventory.  Adequate internal control for inventory requires a system to properly account 
for the receipt, issuance, valuation, and disposition of inventory items. In addition, 
inventory duties should be segregated so that no one employee is in a position to conceal 
errors and/or fraud.  Furthermore, management should ensure that employees responsible 
for preparing year-end inventory totals understand inventory reporting requirements and 
that inventory data compiled by those employees are subject to an independent review 
process. 
 
A test of 24 consumable supply items maintained in the Administrative Services Division 
disclosed the following: 
 

• The physical count for three of the 24 items (12%) did not agree with the 
quantity reported on the inventory records. 

• Eight items (33%) were incorrectly priced. 

A test of 24 items maintained for resale by the Public Information Division disclosed the 
following: 
 

• The physical count for 17 of the 24 items (71%) did not agree with the 
quantity reported on the inventory records.   

• Three items (13%) were incorrectly priced. 

• Documentation to support unit costs was unavailable for 13 items (54%). 

• Twenty five units of one item were taken out of inventory to fill an order; 
however, the items were not deducted from inventory because a sales 
invoice had not been prepared. Inventory quantities are automatically 
reduced in the sales/inventory system upon the generation of a system 
invoice. 

• Unit costs for magazines are recorded inconsistently in the inventory 
records. 

Interviews with department personnel revealed that inventory duties are not adequately 
segregated for the Administrative Services Division and the Enforcement Division.  At 
least one employee with inventory duties in each division has custody of inventory items, 
receives inventory purchases, issues inventory items to employees, updates inventory 
records for purchases and issuances, and performs the year-end physical count. These are 
considered incompatible functions. 
 
A review of the department’s June 30, 2003, Annual Financial Reports revealed that 
inventory for the Office of Fisheries was understated by $70,474 (11.50%) because 
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herbicides on-hand in the Aquatic Plants Division were mistakenly not reported. In 
addition, inventory for the Administrative Services Division was overstated by $2,066 
(2.62%) because postage was mistakenly included. 
 
These errors occurred because the department has not sufficiently emphasized the need to 
maintain accurate inventory records, the need to segregate inventory duties, the 
importance of understanding inventory reporting requirements, and the importance of an 
independent review process.  Without adequate internal control over inventories, there is 
an increased risk that inventory could be lost or stolen and not be detected in a timely 
manner and that the department’s financial statements will be inaccurate.   
 
DWF management should establish procedures to ensure that inventory records are 
properly maintained to account for the receipt, issuance, valuation, and disposition of 
inventory, to ensure that duties are adequately segregated, to ensure that employees 
understand inventory reporting requirements, and to ensure that financial statement data 
are effectively reviewed.  Management concurred with the finding and outlined a plan of 
corrective action (see Appendix A, pages 8-9). 
 
Deficiencies in Information Systems Security 
  and Disaster Recovery/Contingency Plan 
 
The DWF did not establish adequate controls to effectively monitor user access to its 
information systems and has not formally developed, implemented, and tested a 
department-wide disaster recovery/contingency plan.  Good information systems (IS) 
controls require that (1) terminated employees’ access is disabled in a timely manner; 
(2) users are assigned business-need-only access; (3) new and terminated IS users’ access 
is reviewed to detect and correct errors in assigning or removing access rights; and (4) a 
department-wide disaster recovery/contingency plan is developed, implemented, and 
tested. 
 
Audit procedures identified the following deficiencies: 
 

• For the second consecutive year, the department has not established 
adequate controls for disabling terminated employees’ access to both the 
Advantage Financial System (AFS) and the Advanced Governmental 
Purchasing System (AGPS) in a timely manner.  We were able to 
determine the timeliness of disabling access for eight of the nine IS users 
terminated during our audit period.  Access for five (63%) of these eight 
terminated users was not disabled until 4 to 24 days after the date of their 
termination.   

• Three of sixteen (19%) employees interviewed with access to AFS and/or 
AGPS stated that they did not have a business need for access.  The 
department has not developed a procedure to monitor continued business-
need-only access to information systems. 
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• Security administrators for AFS and AGPS do not review new IS users’ 
access to ensure the appropriateness of that access established by the 
Office of Statewide Information Systems (OSIS).  In addition, terminated 
users’ access is not reviewed to ensure that their access has been disabled 
timely. 

• While DWF does have a written disaster recovery/contingency plan for 
some of its in-house computer systems, the plan does not encompass 
department-wide operations, the plan has not been tested, and the plan 
does not provide for an off-site storage facility. 

These conditions exist because management has not placed sufficient emphasis on 
monitoring user access to information systems.  In addition, management has not 
appropriately considered the risks of their inability to process critical transactions in the 
event of a disaster.  Failure to effectively monitor users’ access increases the risk of fraud 
or errors in processing transactions.  Failure to develop, implement, and test a 
comprehensive disaster recovery/contingency plan increases the risk that, in the event of 
an unexpected interruption in operations, there will be untimely or excessive delays in 
processing critical data and that critical data may be lost. 
 
Management should develop procedures to (1) timely disable terminated users’ access; 
(2) monitor business-need-only access to computer systems; and (3) monitor new and 
terminated users’ access for appropriateness.  In addition, management should develop a 
comprehensive disaster recovery/contingency plan, locate an offsite storage facility for 
the department’s critical programs and data, and select a back-up site that will allow the 
department to reestablish critical operations within an acceptable time frame should a 
disaster occur.  After establishing the plan, the department should appropriately train 
employees and other users of systems, test the plan periodically, and update it as 
necessary, to ensure that it continues to meet the department’s needs.  Management 
concurred with the finding and outlined a plan of corrective action (see Appendix A, 
pages 10-12). 
 

The recommendations in this report represent, in our judgment, those most likely to bring about 
beneficial improvements to the operations of the department.  The varying nature of the 
recommendations, their implementation costs, and their potential impact on the operations of the 
department should be considered in reaching decisions on courses of action.  Findings relating to 
the department’s compliance with applicable laws and regulations should be addressed 
immediately by management. 
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This report is intended solely for the information and use of the department and its management 
and is not intended to be, and should not be, used by anyone other than these specified parties.  
Under Louisiana Revised Statute 24:513, this report is distributed by the Legislative Auditor as a 
public document. 
 

Respectfully submitted, 
 
 
 
Steve J. Theriot, CPA 
Legislative Auditor 
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Management’s Corrective Action 
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