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Introduction 
 
The primary purpose of our procedures at the Department of Natural Resources (DNR) was to 
evaluate certain controls DNR uses to ensure accurate financial reporting, compliance with 
applicable laws and regulations, and accountability over public funds.  In addition, we 
determined whether management has taken action to correct the findings reported in the prior 
report. 
 

Results of Our Procedures 
 
We evaluated DNR’s operations and system of internal control through inquiry, observation, and 
review of its policies and procedures, including a review of the applicable laws and regulations.  
Based on the documentation of DNR’s controls and our understanding of related laws and 
regulations, and the results of our analytical procedures, we performed procedures on selected 
controls and transactions relating to penalty waivers and assessments, royalty revenues, 
Information Technology (IT) controls, desk audit and field audit reviews, Oil and Gas 
Regulatory Fund revenues, Oilfield Site Restoration Fund expenditures, contract expenditures, 
fuel card expenditures, and payroll expenditures.   
 
 
Follow-up on Prior-report Findings 
 
We reviewed the status of the prior-report findings in DNR’s procedural report dated August 22, 
2018.  We determined that management resolved the prior-report findings related to Insufficient 
Criteria for Waiving Penalty Assessments and Inadequate Controls over Fuel Cards.    
 
 

Current-report Finding 
 
Weaknesses in Management of DNR System 
 
DNR did not effectively coordinate with the Office of Technology Services (OTS) to ensure that 
adequate controls were in place over DNR’s Strategic Online Natural Resources Information 
System (SONRIS).  DNR uses SONRIS for the collection, retention, and processing of data, such 
as state mineral lease information and related royalty payments, used in carrying out the mission 
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of the department.  OTS is responsible for establishing and coordinating all information 
technology systems affecting the management and operations of DNR.    
 
The following issues were noted: 
 

 During the period July 1, 2018, through June 30, 2020, DNR did not have an 
adequate continuity of operations plan in place and did not coordinate with OTS 
to test for an efficient and effective response in the event of an emergency.  While 
DNR did have an “Emergency Preparedness Playbook” in place, this playbook 
lacked critical elements of an adequate continuity of operations plan.  Without an 
adequate plan and regular testing, DNR may be unable to properly recover all data 
and activities in a timely manner should an incident occur. 

 DNR did not adequately ensure that OTS appropriately restricted access to 
SONRIS according to employee job function.  User profiles were set up using a 
cloning process that copies information from a current profile.  As a result, we 
identified four employees with improper access to security roles outside of those 
needed for their job duties, increasing the risk of inappropriate changes to data.   

 DNR did not effectively coordinate with OTS to ensure written procedures for 
adequate testing and validation of DNR data backups were established and 
performed.  Lack of adequate backup testing increases the risk of data loss or the 
inability to timely restore data in an emergency.    

 OTS did not implement procedures for changes to the SONRIS application.  As a 
result, OTS lacked documentation evidencing adequate testing, review, and 
approval of changes.  A lack of procedures could result in improper changes to 
SONRIS that place DNR’s data and application operations at risk. 

We evaluated system controls based on best practices, as defined by Control Objectives for 
Information and Related Technology, a framework by the Information Systems Audit and 
Control Association (ISACA).   
 
DNR should establish an adequate continuity of operations plan and regularly test the plan in 
conjunction with OTS.  Additionally, DNR should coordinate with OTS to establish an 
understanding of OTS’ controls over SONRIS security and operations, including DNR’s role in 
the operation of those controls, to effectively restrict employee access and to test data backup.  
Lastly, OTS should implement procedures for changes to SONRIS that include detailed steps of 
the change management process.  Both DNR and OTS management concurred with the issues 
reported and provided corrective action plans (see Appendix A).     
 
 

Penalty Waivers and Assessments 
 
We obtained an understanding of penalties waived by the Office of Mineral Resources (OMR) as 
a result of field and desk audit reviews; interest and penalties assessed and waived by OMR for 
late assignments, late releases, and late leaseholder registration; and civil penalties assessed and 
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waived by the Office of Conservation (OOC).  We reviewed selected waivers for the period  
July 1, 2018, through December 31, 2019, and based on the results of our procedures, we 
concluded that waivers of penalties assessed by OMR and OOC were properly made in 
accordance with established department and Board criteria. 
 
 
Royalty Revenues 
 
DNR derives a portion of its revenue from collections of royalties from oil and gas production of 
wells placed on State-owned lands and water bottoms.  We obtained an understanding of OMR’s 
controls over the completeness of royalty revenues recorded in DNR’s accounting system.  DNR 
uses SONRIS to determine the accuracy of the State Royalty reports submitted by oil and gas 
companies.  OMR reconciles the SONRIS royalty revenue data to revenues recorded in the 
accounting system on a monthly and year-end basis.  We obtained the reconciliations for the 
months of July 2018 through March 2020 and verified that all monthly reconciliations were 
completed. In addition, we reviewed two monthly reconciliations in fiscal year 2019 and one in 
fiscal year 2020 to verify that the reconciliations were accurate.  Based on the results of our 
procedures, DNR had adequate controls in place to ensure that SONRIS royalty data is being 
properly recorded in DNR’s accounting system. 
 
 

IT Controls 
 
DNR uses SONRIS in carrying out various activities of the department, such as recording state 
mineral lease information and calculating the related royalty payments.  We reviewed selected 
IT controls related to SONRIS, including application change controls and user access.  Based on 
the results of these procedures, except as noted in the Current-report Finding section, the IT 
controls we reviewed were in place and operating effectively. 
 
 

Desk Audit and Field Audit Reviews 
 
DNR’s Royalty Reporting Section in OMR performs both desk and field audits of State Royalty 
reports.  We obtained an understanding of DNR’s controls over desk audit reviews by obtaining 
the billings log for late payment or erroneous reporting during the period July 1, 2018, through 
March 31, 2019, and reviewed 30 billings.  Based on the results of our procedures, we 
determined that desk auditors ensured that mineral revenues were properly allocated and that 
production volume reported by operators to the Office of Conservation was properly reconciled 
with state royalty reports. 
 
We obtained an understanding of DNR’s established field audit selection process.  We reviewed 
20 audits listed on the fiscal year 2020 field audit schedule to ensure DNR was in compliance 
with its field audit selection process and that the field audits were being completed.  We also 
reviewed five entities not listed on the field audit schedule to ensure they were properly 
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excluded.  Based on the results of our procedures, we determined that field audits are being 
selected and performed in accordance with OMR policy.       
 
 

Oil and Gas Regulatory Fund Revenues 
 
The Oil and Gas Regulatory Fund was created by Louisiana Revised Statute (R.S.) 30:21, the 
purpose of which is to assist DNR in the regulation of the oil and gas industry, specifically by 
creating a fund that can only be used by OOC.  Each year, the State Treasurer deposits into the 
fund amounts generated from collection of fees by OOC pursuant to R.S. 30:21 and R.S. 
40:1749.27, any fines and penalties related to the fees collected by OOC, and 50% of the inactive 
annual well fee paid by operators who choose not to plug inactive wells. 
 
We obtained an understanding of DNR’s procedures for collecting licenses, permits, and fees 
revenue for the Oil and Gas Regulatory Fund and reviewed 20 selected transactions occurring 
during the period July 1, 2018, through April 30, 2020.  Based on the results of our procedures, 
we concluded that DNR collected and properly accounted for the correct amount of fees in 
accordance with applicable regulations. 
 
 

Oilfield Site Restoration Fund Expenditures 
 
The Oilfield Site Restoration Fund was established through R.S. 30:86.  DNR uses the monies in 
this fund to administer the Louisiana Oilfield Site Restoration Program, the focus of which is to 
properly dismantle, clean, and restore well sites to their pre-site conditions, to the extent 
possible, to be redeveloped for other uses.  Specifically, amounts in the fund can be spent on  
(1) any oilfield site assessment or restoration conducted by DNR; (2) administration of the 
program not to exceed $950,000 per fiscal year; (3) payment of fees and costs of administration, 
site specific accounts, and any contract with a private legal entity; (4) any costs or fees 
associated with the recovery of site restoration costs and penalties pursuant to R.S. 30:93 and 94; 
(5) any costs associated with response to any emergency as provided in R.S. 30:6.1; and (6) 
assessment and restoration of commercial oilfield waste disposal facilities used for the storage, 
treatment, or disposal of non-hazardous oilfield waste (not to exceed $500,000 per fiscal year).  
In addition, no less than $1 million, or 20% of the amount appropriated to the fund (whichever is 
less) annually must be used to plug orphan wells drilled to a depth of less than 3,000 feet in the 
Shreveport and Monroe Districts beginning fiscal year 2017 through the end of fiscal year 2022.  
However, this money may be disbursed for any costs in response to any emergency as provided 
in R.S. 30:6.1.  
 
We obtained an understanding of DNR’s internal controls over expenditures from the fund to 
ensure fund monies are used only for the purposes provided by statute and reviewed selected 
transactions occurring during the period July 1, 2018, through March 31, 2020.  Based on the 
results of our procedures, DNR had adequate procedures in place to ensure fund expenditures 
were made in compliance with the relevant statute.   
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Contract Expenditures 
 
We obtained an understanding of controls over professional, personal, and consulting services 
contracts and examined the contracts for 15 selected purchase order expenditures. Based on the 
results of our procedures, DNR had adequate controls in place to ensure that contracts were 
properly authorized and administered in accordance with state law, and contract expenditures 
were made for proper business purposes and were accurately recorded in the financial records. 
 
 

Fuel Card Expenditures 
 
DNR uses fuel cards (FuelTrac) to purchase fuel and pay for minor vehicle repairs and 
maintenance, such as oil changes or replacement of car batteries and windshields. We obtained 
an understanding of DNR’s policies and procedures for fuel card use and reviewed a listing of all 
cards maintained by DNR. We selected 26 transactions and examined supporting documents, 
including invoices, receipts, vehicle logs, and system reports, to determine if controls were in 
place to ensure payments were reasonable, authorized, and reconciled to invoices and/or receipts.  
Based on the results of our procedures, we determined that DNR had adequate controls in place 
over fuel card expenditures. 
 
In addition, we performed procedures to follow-up on the prior-report finding relating to 
inadequate controls over fuel cards in which we noted untimely deactivation of personal 
identification numbers (PINs) associated with fuel cards.  We obtained an understanding of 
DNR’s policies and procedures for deactivating PINs when employees separate from the agency 
and reviewed the timeliness of deactivation for selected separated employees.  Based on the 
results of our procedures, we determined that DNR had resolved the prior-report finding.   
 
 

Payroll Expenditures 
 
Salaries and related benefits comprised approximately 65% of DNR’s expenditures in fiscal year 
2020.  We obtained an understanding of DNR’s controls over the time and attendance function 
and analyzed time statements during the period July 2018 through December 2019 for timely 
certification and approval.  In addition, we reviewed 12 individual employee time statements and 
leave records.  Based on the results of our procedures, we determined that DNR had adequate 
controls in place to ensure timely review and approval of employee time statements and leave 
requests and that leave taken was properly accounted for. 
 
 

Trend Analysis 
 
We compared the most current and prior-year financial activity using DNR’s Annual Fiscal 
Reports and/or system-generated reports and obtained explanations from DNR’s management for 
any significant variances.  We also prepared an analysis of DNR’s expenditures. 
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As shown in Exhibit 1, DNR’s expenditures during fiscal year 2020 totaled approximately  
$47.9 million, with 65% of those expenditures related to salaries and related benefits. 
 

Exhibit 1 
Fiscal Year 2020 Expenditures 

 
 
Under Louisiana Revised Statute 24:513, this report is a public document and it has been 
distributed to appropriate public officials. 
 

Respectfully submitted, 
 
 
 
Daryl G. Purpera, CPA, CFE 
Legislative Auditor 
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DNR2020 

65%

18%

4%

3%

5%

0%

0%

1%

4%

Salaries and Related Benefits
($31,227,399)

Pollution Remediation  ($8,489,776)

Interagency Transfers (IAT) ‐
Technology Services  ($2,135,429)

IAT ‐ Rentals  ($1,283,866)

IAT ‐ Commodities and Services
($2,155,545)

IAT ‐ Other ($202,276)

Professional Services  ($185,775)

Operating Services  ($568,009)

Other  ($1,701,255)

Source: Prepared by legislative auditor’s staff using agency-generated reports
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Issue Identified OTS Response 
Inappropriate User Access This is a joint responsibility of both DNR and OTS, and both recognize that the current method should be replaced by 

more modern means that ensure proper network and SONRIS access are granted to employees during employment. The 
solution is a two-pronged approach, one for network rights and one for SONRIS access. Following are the details of each: 
Network: 
1. OTS will coordinate with each Office within DNR to consolidate their network files into central locations with designated 
folders inside the locations that are managed by specific network security groups for that Office. OTS will work with DNR 
to create this matrix, provide a diagram, and ensure that DNR has ample understanding of the security groups. OTS will 
provide a list of the network security groups and any current members to each Office and Department within DNR, who will 
then verify the proper membership of the groups. OTS will then correct any discrepancies within those groups, which will 
validate appropriate network access for all employees at that point.  
2. DNR will provide OTS with an initial list of Approvers who are authorized to approve and request membership for each 
of the network security groups, and DNR will maintain that list of approvers going forward. Any requests by DNR for 
network access will be via membership to the specific network security groups, and OTS will reference that list for proper 
approval when access requests are received from employees, whether during the hiring process or the course of 
employment.  
3. Specifically for onboarding, the DNR Office representative requesting creation of the accounts through HR will list the 
network security groups that the employee should initially be a member of. Those details will be included on the 
Onboarding ticket entered by HR to ensure the employee has the proper access on their start date. 
SONRIS: 
1. OTS will compile a list of the current SONRIS Roles and coordinate with each Office within DNR to map those Roles to 
each Section and\or Department of the Offices.  
2. OTS will then create a new data model for storing those Roles and then convert the existing data into the new model.  
3. OTS will then develop an application that allows employees specifically identified by DNR the ability to manage the 
SONRIS Roles of DNR employees. OTS will then train those identified on how to use the new application. 

Inadequate Backup Procedures and Testing This is a joint responsibility of both DNR and OTS, whereby OTS is responsible for ensuring the backup systems are 
functioning properly and on schedule and DNR is responsible for validating that the restores are current and checked for 
integrity after a planned or unplanned event.  
Currently, file data is restored for the Windows file server upon request by DNR employees throughout the year.  Since 
these requests happen routinely in a given year, we believe they serve as adequate tests that the backups and restores 
are working properly on the file server side.  
OTS agrees that a process should be implemented to test the restore of a database (SONRIS) backup. Rarely is a restore 
needed on the database side, so we propose to implement a yearly test restore and integrity validation of a SONRIS 
Production database to a VM server. OTS staff located at DNR will request that the restore be performed and DNR 
employees will check for integrity and to ensure the data is current. 

A.7



 
 

Issue Identified OTS Response 
Lack of Change Management Procedures This is a joint responsibility of both OTS and contracted staff augmentation services with Methods. Both OTS and Methods 

should follow the current OTS enterprise Change Management policy and procedures.  
As staff augmentation contractors, Methods staff are supplemental staff for OTS, receive direct daily supervision from an 
OTS APPDM employee, and therefore, will be required to utilize the OTS Enterprise Change Management System once 
fully implemented within this application area. 
The Change Management process is being phased in across the organization.  OTS will be working with Methods to 
ensure that they are following the correct procedures and policies going forward. 

 

A.8



 

B.1 

 
APPENDIX B:  SCOPE AND METHODOLOGY 

 
 

We performed certain procedures at the Department of Natural Resources (DNR) for the period 
from July 1, 2018, through June 30, 2020.  Our objective was to evaluate certain controls DNR 
uses to ensure accurate financial reporting, compliance with applicable laws and regulations, and 
accountability over public funds.  The scope of our procedures, which is summarized below, was 
significantly less than an audit conducted in accordance with Government Auditing Standards, 
issued by the Comptroller General of the United States.  We did not audit or review DNR’s 
Annual Fiscal Reports, and accordingly, we do not express an opinion on those reports.  DNR‘s 
accounts are an integral part of the state of Louisiana’s financial statements, upon which the 
Louisiana Legislative Auditor expresses opinions. 
 

 We evaluated DNR’s operations and system of internal control through inquiry, 
observation, and review of its policies and procedures, including a review of the 
laws and regulations applicable to DNR. 

 Based on the documentation of DNR’s controls and our understanding of related 
laws and regulations, and results of our analytical procedures, we performed 
procedures on selected controls and transactions relating to penalty waivers and 
assessments, royalty revenues, IT controls, desk audit and field audit reviews, Oil 
and Gas Regulatory Fund revenues, Oilfield Site Restoration Fund expenditures, 
contract expenditures, fuel card expenditures, and payroll expenditures. 

 We compared the most current and prior-year financial activity using DNR’s 
Annual Fiscal Reports and/or system-generated reports to identify trends and 
obtained explanations from DNR’s management for any significant variances that 
could potentially indicate areas of risk. 

The purpose of this report is solely to describe the scope of our work at DNR and not to provide 
an opinion on the effectiveness of DNR’s internal control over financial reporting or on 
compliance.  Accordingly, this report is not intended to be, and should not be, used for any other 
purpose. 
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