




















 

 

 

 
 

Office of Human Resources 

 
P.O. Box 40196 

Lafayette, LA  70504-0196 
Office: (337) 482-2921 

Fax: (337) 482-1452 

Université des Acadiens 

 

A Member of the University of Louisiana System 

February 17, 2021 

 

Rebecca Marcantel, CPA 

Louisiana Legislative Auditor  

PO Box 94397  

Baton Rouge, LA 70804-9397  

 

Dear Ms. Marcantel: 

 

Please find below our management response to the audit finding of “Inappropriate System Access.” 

 

Inappropriate System Access  

 

For the second consecutive year, UL Lafayette failed to timely terminate employee access to Banner.  

Inappropriate system access increases the risk of errors, fraud, and non-compliance with laws and regulations. 

Audit procedures on access to the Banner system as of May 14, 2020 revealed sixty-eight terminated employees 

that had modify access to the system. These users’ access remained active between 2 days and 1.8 years after the 

employee was terminated. Management should ensure the timely removal of access to the Banner system for 

terminated employees. 

 

Response 

 

We concur with the finding.  This situation occurred because, under our prior business process, employee access 

was terminated only when an individual completely separated from the University. This process allowed 

employees whose jobs had changed or terminated to retain access associated with their prior position. This 

included employees who had intermittent breaks in service, such as between semesters for student workers and 

adjunct faculty. Out of the 68 exceptions cited, 65 were in this category. Most temporary employees, 57 on this list, 

are not granted Banner Finance access.  For those that are, there are mitigating controls in place over transactions 

that reduce the risk that errors and fraud may cause the financial report to be materially misstated.   

 

Corrective Action 

 

While we believe there was little risk from our practice, we have modified our workflows as follows: 

• Removal of Banner access upon termination of the position supporting the specific access.   

• All systems access, including Banner access is terminated when an individual no longer has an active job 

record on NBAJOBS.  

• An automated report is generated and reviewed daily by IT Security to determine whose access is to be 

terminated. 

 

Best Regards, 

 

 

 

Paul D. Thomas, SPHR 

Associate Vice President for Administration and Finance and  
Chief Human Resources Officer 
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APPENDIX B:  SCOPE AND METHODOLOGY 

 
 

We performed certain procedures at the University of Louisiana at Lafayette (UL Lafayette) for 
the period from July 1, 2019, through June 30, 2020, to provide assurances on financial 
information significant to the University of Louisiana System (System), and to evaluate relevant 
systems of internal control in accordance with Government Auditing Standards issued by the 
Comptroller General of the United States.  Our procedures, summarized below, were a part of the 
audit of the System’s financial statements and our work related to the Single Audit of the State of 
Louisiana (Single Audit) for the year ended June 30, 2020. 
 

 We evaluated UL Lafayette’s operations and system of internal controls through 
inquiry, observation, and review of its policies and procedures, including a review 
of the laws and regulations applicable to UL Lafayette. 

 Based on the documentation of UL Lafayette’s controls and our understanding of 
related laws and regulations, we performed procedures to provide assurances on 
certain account balances and classes of transactions to support our opinions on the 
System’s financial statements. 

 We performed procedures on the Student Financial Assistance Cluster and Higher 
Education Emergency Relief Fund (CFDA 84.425) for the year ended June 30, 
2020, as a part of the 2020 Single Audit 

 We performed procedures on information for the preparation of the state’s 
Schedule of Expenditures of Federal Awards for the year ended June 30, 2020, as 
a part of the 2020 Single Audit.   

 We compared the most current and prior-year financial activity using UL 
Lafayette’s Annual Fiscal Reports and/or system-generated reports to identify 
trends and obtained explanations from UL Lafayette’s management for significant 
variances. 

The purpose of this report is solely to describe the scope of our work at UL Lafayette, and not to 
provide an opinion on the effectiveness of UL Lafayette’s internal control over financial 
reporting or on compliance.  Accordingly, this report is not intended to be, and should not be, 
used for any other purposes. 
 
We did not audit or review UL Lafayette’s Annual Fiscal Report, and accordingly, we do not 
express an opinion on that report.  UL Lafayette’s accounts are an integral part of the System’s 
financial statements, upon which the Louisiana Legislative Auditor expresses opinions. 
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